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Introduction
This document describes integration with Salesforce as the service provider.

For information on configuring Salesforce for SAML SSO, refer to the following articles.

https://developer.salesforce.com/docs/atlas.en-us.sso.meta/sso/sso_about.htm

https://resources.docs.salesforce.com/208/latest/en-
us/sfdc/pdf/salesforce_single_sign_on.pdf

Single Sign-On Settings

Log into Salesforce as an administrator.

https://login.salesforce.com

Select Setup > Administration Setup > Security Controls > Single Sign-On Settings.
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Configure single sign-on in order to authenticate users in salesforce.com from external environments. Your organization has the following options available
r :
as for single sign-on:
b
+ Federated authentication, a single sign-on method that uses SAML assertions sent to a Salesforce endpoint
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o e
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Personal Setup

@ My Personal Information
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@ Import
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Enable SAML and specify the identity provider’s configuration.
The issuer is the name of the identity provider.
For example:

https://ExampleldentityProvider



https://developer.salesforce.com/docs/atlas.en-us.sso.meta/sso/sso_about.htm
https://resources.docs.salesforce.com/208/latest/en-us/sfdc/pdf/salesforce_single_sign_on.pdf
https://resources.docs.salesforce.com/208/latest/en-us/sfdc/pdf/salesforce_single_sign_on.pdf
https://login.salesforce.com/
https://exampleidentityprovider/
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The identity provider Login URL is the SSO service that receives the SAML authn request as part
of SP-initiated SSO.

For example:

https://localhost:44313/SAML/SingleSignOnService

The certificate is the identity provider certificate used to verify signatures.

For example:

idp.cer
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Get Started
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@ My Personal Information
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@ Import

@ Desktop Integration
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App Setup

@ Customize
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Schema Builder
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Single Sign-On Settings

[ save Jcancel]
Federated Single Sign-On Using SAML
SAML Enabled

SAML Version | User Provisioning Enabled  [7] g
Issuer | hitps:/ExampleldentityPr
Identity Provider | Browse... Current Certificate  CN=www.idp.com
Certificate

Expiration: 31 Dec 2049 14:00:00

Identity Provider Login | https://localhost:44313/S, Custom Logout URL |
L If you remove the Login URL, you must enable Multiple SAML
Configs to add one again.

Custom Error URL
SAML Identity Type | (@) Assertion contains the User's Salesforce usemame
(O Assertion contains the Federation ID from the User object
SAML Identity Location | @) Identity is in the Nameldentifier element of the Subject statement
(O Identity is in an Attribute element

Entity ID (@) https://saml.salesforce.com
O i “'my com

Service Provider Initiated (@) HTTP POST
RequestBinding  ~ \\-1p Radirect

[Save [ Concel

Save the changes.


https://localhost:44313/SAML/SingleSignOnService
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Single Sign-On Settings

Configure single sign-on in order to authenticate users in salesforce.com from external environments. Your organization has the following options available
for single sign-on:

« Federated authentication, a single sign-on method that uses SAML assertions sent to a Salesforce endpoint.

[ Edit ] Enable Muhtiple Configs ] SAML Assertion Validator ] Download Metadata
Federated Single Sign-On Using SAML

SAML Enabled v

SAML Identity Type
SAML Identity Location

User Provisioning Enabled
SAML Version
Issuer

Username
Subject

Identity Provider Certificate  CN=www.idp.com
Expiration: 31 Dec 2049 14:00:00 GMT
Identity Provider Lﬁgt https:/localhost:44313/SAML/SingleSignOnService
Custom Logout URL
Custom Error URL
Login URL  https:/flogin .com
OAuth 2.0 Token Endpaint  https:/flogin. com/servi 2/token
Eia https://saml.salesforce.com i ]
Service Provider Initiated ~ HTTP POST

Request Binding

[ Edit_ JJEnable Multiple Configs ] SAML Assertion Validator ] Download Metadata

2.0
https://ExampleldentityProvider

Download the metadata as this is used to configure the identity provider.
For SP-initiated SSO, select Setup > Domain Management > My Domain.

Ensure the Authentication Service is set to My SAML IDP.
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£ #» Salesforce - Developer| X+ — [} X
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Authel tion Configuration
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a4 HeaderLogo  Upload a Logo
70‘ This logo will appear on your login pages.
JPG, GIF or PNG, 100 KB max.

Lightning Experience Maximum dimension 250x125 px.

Migration Assistant I _ Browse..._|

Switch to the madern, intelligent

Salesforce. Background Color ™ [4E4F6Fg ]|

Use the native browser for O
user authentication on iOS

Right Frame URL | ‘

Authentication Service
Salesforcel Quick Start [] Login Page

My SAML IDP
Force.com Home

Save | Cancel | Reset to Default

System Overview

Personal Setup

My Personal Information

@ Email

@ Import

@ Desktop Integration

@ Salesforce Files

® My Social Accounts and Contacts
® My Connected Data

App Setup
@ Customize
@ Create
@ Develop
@ Deploy
Schema Builder
Lightning App Builder
Canvas App Previewer
Installed Packages -

Take note of the domain name.
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You can view, add, edit, and delete domain names using this page.
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Migration Assistant Domains
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Edit | Del yace-d d.my.salesforce.com Salesforce includes HTTPS on this domain

Get Started
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System Overview
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@ Develop

@ Deploy
Schema Builder
Lightning App Builder
Canvas App Previewer
Installed Packages

Identity Provider Configuration

The following partner service provider configuration is included in the example identity
provider’s SAML configuration.

<PartnerServiceProvider
Name="https://saml.salesforce.com"
Description="Salesforce"

WantAuthnRequestSigned="true"
SignAssertion="true"
AssertionConsumerServiceUrl="https://login.salesforce.com">
<PartnerCertificates>

<Certificate FileName="Certificates\salesforce.cer"/>

</PartnerCertificates>

</PartnerServiceProvider>

Some of this information was extracted from the Salesforce SAML metadata.
The partner certificate file corresponds to the signing certificate included in the metadata.

Ensure the PartnerName specifies the correct partner service provider.

<add key="PartnerName" value="https://saml.salesforce.com"/>
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SP-Initiated SSO

Browse to domain URL.
For example:

http://componentspace-dev-ed.my.salesforce.com/

Log in at the example identity provider.

B <& [ LoginattheldentityPr X + = [m]

é -7 O ﬁh [9| localhost * j,AE & Iﬁ

Log in at the Identity Provider

Use a local account to log in.

Email

johndoe@componentspace.com

Password

sescsses
[J Remember me?
Log in

Forgot your password?

Register as a new user

Www.componentspace.com

Use another service to log in.

There are no external authentication services configured. See this article
for details on setting up this ASP.NET application to support logging in
via external services.

The user is automatically logged in at the service provider.



http://componentspace-dev-ed.my.salesforce.com/
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<1 [@ Personal Information | S X 4 — O X

e % O ﬂh E| ap1.lightning force.com/one/one.app#/settings/personal/Personalinformation/home j&( j}g L I_Q

Q. Search Salesforce - 9 ¢ -!l @

.ES Sales No Items

Q, Quick Find

~ My Personal Information
Advanced User Details Personal Information

Approver Settings

Change My Password First Name

Last Name Doe
Alias | jdoe
Grant Account Login Access johndoe@componentspa

com

Connections

Language & Time Zone johndoe

Login History

Personal Information

Reset My Security Token

Security Central

Display & Layout

Email

Country

Salesforce Files
My Work Information

Desktop Add-Ons Company Name

Import

startofDay [6:00 AM -
EndofDay | 11:00 PM

IdP-Initiated SSO

Browse to the example identity provider and login.

Click the SSO to the Service Provider button.
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< [ Home page - Example| X 4+

é — O ﬁh E] localhost: 44

Example Identity Provider

This example demonstrates using the ComponentSpace SAML v2.0 library to enable
SAML single sign-on as the identity provider.

SSO0 to the Service Provider

www.componentspace.com

The user is automatically logged in at the service provider.
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<1 [@ Personal Information | S X 4 — o X
e 9 O ﬁh E| ap1.lightning.force.com/one/one.app#/settings/personal/Personallnformation/home j&( j}g L LQ e
Q  Search Salesforce v 20 A Q
Sales No Items

Q, Quick Find

~ My Personal Information
Advanced User Details

Approver Settings

Change My Password

Connections

Grant Account Login Access johndoe@componentspa

com

Language & Time Zone johndoe

Login History

Personal Information

Reset My Security Token

Security Central

Display & Layout

Email

Salesforce Files
My Work Information
Desktop Add-Ons Company Name

Import

startofDay [6:00 AM -
EndofDay | 11:00 PM

SAML Logout

Salesforce doesn’t support SAML logout.



